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Using a generator function, G = x4 +x3 +1, encode the message, M=1101100011101010

You are hired to design a reliable byte-stream protocol that uses a sliding window (like TCP).  This protocol will run over a 100 Mbps network.  The RTT if the network is 100 ms and the maximum segment lifetime is 60 seconds.  How many bits would you include in the Advertised Window and the Sequence Number fields of your protocol header?

Node A has initiated a session with node B using TCP.  Node A

has a Send buffer that contains 4KBytes (4096 Bytes) and the

current state has the following pointers set in its Send buffer:

LastByteAcked -> 2400

LastByteSent - >3600

LastByteWritten -> 4080

Node B also has a 4 KByte Receive buffer and has the following pointers set in its Receive buffer:

Last ByteRead = 1000

Last ByteReceived = 3000

NextByteExpected = 3001

Answer the following questions:

a) What is the "Window size" that B can advertise?

b) What is the "Effective window size" for A? 

c) How many Bytes can the sending application pass to the TCP protocol?

Assume TCP implements an extension that allows window sizes larger than 64KB.  Suppose you are using this extended TCP over a 1-Gbps link with a latency of 100 ms to transfer a 10 MB file, and the TCP receive window is 1MB.  How many round trips does it take until slow start opens the send window to 1MB?

How many RTTs does it take to send the file?

A router has the following (CIDR) entries in its routing table.  

	Address/Mask
	Next Hop

	135.46.56.0/22
	Interface 0

	135.46.60.0/22
	Interface 1

	192.53.40.0/23
	Router 1

	Default 
	Router 2


For each of the following IP addresses, what does the router do if a packet with that address arrives?

	Dest Address
	Next hop?

	135.46.63.10
	

	135.46.57.14
	

	135.46.52.2
	

	192.53.40.7
	

	192.53.56.7
	


In a network that has a maximum packet size of 128 bytes, and an 8-bit packet sequence number, what is the maximum data rate? 

  A TCP connection uses slow start over a fast network that uses 1500 byte (data) packets to send an 80 KByte file.   Assuming no lost or delayed packets, what would the Congestion Window be after the first 46 KBytes was sent and acknowledged? Explain your answer.

Can a computer with a single DNS name have multiple IP addresses?  How could this occur?

Why must the root DNS server addresses be given to DNS servers?  Why can't they be found using DNS queries?

Ethernet uses a binary exponential backoff algorithm where the host waits K time periods before trying to send again.  After 5 consecutive collisions, what is the probability that a node chooses a value of 4 for K?  If K = 4, how many seconds does a 10Mbps Ethernet node wait before trying to send again?

Alice wants to communicate with Bob.gov (to obtain information on government services) using public key cryptography.  She establishes a connection with someone that she hopes is Bob.gov and asks for his public key.  He sends it to her in plaintext along with a certificate signed by a CA. Alice already has the public key for that CA.  What steps does Alice take to verify that she is talking to Bob.gov?

Suppose you are doing RSA encryption with p = 41 and q = 71 and e = 3.  Find the decryption component d.

Explain the differences between the tables used by bridges and those used by routers.

Approximately how many nodes can be on the IP network that contains node 132.108.201.5? (No subnetting)

 Consider the transfer of a file containing one million bytes from one station to another using FTP (over TCP).  The stations are  10 km apart, have a point to point link with a data rate of 10 Mbps, a Data Link packet size of 1000 bits of which 100 bits are the Data Link header.  Each packet is acknowledged with a 100 bit packet before the next is sent.  The propagation speed of the wire is 200 m/usec.  Assume no collisions or errors. Record any other assumptions that you make.

a. What is the total elapsed time? Be sure to take into consideration the overhead at all levels and show how you got your result. 

Given the following set of filtering rules 

	Rule
	Source Address
	Dest Address
	Action

	R1
	111.11.0.0/16
	222.22.22.0/24
	Permit

	R2
	11.11.11.0/24
	222.22.0.0/16
	Deny

	R3
	0.0.0.0/0
	0.0.0.0/0
	Deny


Fill in the table below for the actions taken under ordering R1, R2, R3 and under ordering R2, R1, R3.

	Packet #
	Source IP
	Dest IP
	Action under R1,R2,R3
	Action under R2,R1,R3

	P1
	111.11.11.1
	222.22.6.6
	
	

	P2
	111.11.11.1
	222.22.22.2
	
	

	P3
	111.11.6.6
	222.22.22.2
	
	

	P4
	111.11.6.6
	222.22.6.6
	
	


Give pros and cons of private key versus public key encryption.

 Suppose that you start with two "large" prime numbers, "13"

and "7". Using the RSA scheme, derive a public and private key

based on these initial numbers.

Using the RSA public key encryption scheme:

a. If p = 7 and q = 11, list 5 legal values of d

b. If p = 13, q= 31, and d = 7, find e

c. If p = 5, q=11, and d=27, find e and encrypt the value 6

The Diffie Hellman key exchange is being used to establish a secret key between Alice and Bob.  Alice sends Bob the values (n, g, X) =(719, 3, 191).  Bob responds with Y = (543).  Alice’s secret number x is 16. What is the secret key?

What would be the expected impact on channel efficiency (utilization percentage) when the following parameters are changed on an 802.3 (CSMA/CD) network. Justify your answer.

a) The maximum distance between nodes is increased 

b) The average packet size is increased

Draw a graph showing connectivity for 5-6 nodes.  Mark arbitrary values for the cost of each link.  Apply Dijkstra’s algorithm to the network to show the minimum routes for a given node. Show your work 

What are the pros and cons of intermediate packet assembly of an internet fragmented datagram versus reassembly at the final destination?

Why did Phil Zimmerman get in trouble?

